DeWight Dopslauf, C.P.M., CPPO
Harris County Purchasing Agent

September 30, 2021
Commissioners Court
Harris County, Texas
RE:  State of Texas Department of Information Resources (DIR) Cooperative Contract
Members of Commissioners Court:

Please approve the modification of contract:

Description: County-wide eSignature Products and Services for Harris County

Vendor: Carahsoft Technology Corporation

Amount: 50

Reviewed by: _X Toll Road Authority _ X Harris County Purchasing

X__ Universal Services — Technology

Commissioners Court approved a modification of contract on January 26, 2021. The contract now requires
modification to incorporate a Business Associate Addendum necessary to comply with HIPAA
requirements.

Sincerel

/

DeWight Dopslduf
Purchasing Agent

JHP
Attachment
éc! Vendor

FOR INCLUSION ON COMMISSIONERS COURT AGENDA OCTOBER 12, 2021
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DocuSign Business Associate Addendum

Version Date: November 17, 2020

This Business Associate Addendum ("BAA") is effective as of the last date signed beiow (“BAA Effective
Date”) and is made part of the agreement between Docusign, Ine. {"DocuSign”) and the customer
identified in the signature biock below (“Customer”) for the use of the applicable DocuSign Services to
which Customer has subscribed to in an Order Eorm with DocuSign (“"Agreement"). Any term not
otherwise definad herein shall have the meaning specified in the Agreement or in HIPAA (as defined
below). In the event of any inconsistency or conflict between the Agreement and this BAA, the terms of
this BAA shall control with respect to the applicable DocuSign Services,

1. Definitions

"HIPAA" means, collectively, the administrative simplification provision of the Health Insurance Portability
and Accountability Act enacted by the United States Congress, and its implementing regulations {referred
to herein as the “HIPAA Rules"), Including the Privacy Rule, the Breach Notification Rule, the Securlty
Rule and the Enforcement Rule, as amended from time to time, including by the Health Information
Technology for Economic and Cllnical Health {HITECH) Act and by the Modifications to the HIPAA
Privacy, Security, Enforcement, and Breach Notification Rules under the Heaith Information Technology
for Economic and Clinical Health Act and the Genetic Information Nondiscrimination Act; Other
modifications to the HIPAA Rules; Final Rule {commenly referred to as the Omnibus Final Rule).

"Privacy Rule" means Subpart E of 45 CFR Part 164,

‘Protected Health Information" (“PHI") or “Electronic Protected Health Informatien” (“ePHI") has the
same meaning as the term “protected health information” or “electronic protected health information,”
respectively, in 456 CFR § 160.103; provided that, for purposes of this BAA, such term is limited to
protected health information that is received and maintained by DocuSign from or on behalf of Customer
via Customer’s DocuSign Account.

"Security Rule” means Subpart C of 45 CFR Part 164,
“Unsuccessful Security Incidents” means, without limitation, pings and other broadcast attacks on
DocuSign’s firewall, poit scans, unsuccessful log-on attempts, denial of service attacks, and any

combination of the above, as long as no such incident results in unauthorized access, acquisltion, Use, or
Disclosure of PHI,

2, Permitted Uses and Disclosures by PocuSign

241 Performance under the Agreement. Subject to the requirements set forth in this BAA,
DocuSign may Use and Disclose PHI for, or on behalf of, Customer as specifled under the Agreement.

2.2 Required by Law. DocuSign may Use or Disclose PHI as Required by Law.

23 Minimum Necessary. DocuSign agrees to make Uses and Disclosures and requests for

PHI consistent with the Minimum Necessary policies and procedures required by HIFPAA.
24 Management, Administration, and l.egal Responsibilitles. DocuSign may not Use or

Disclose PHI in a manner that would violate the Privacy Rule if done by the Customer, except for the
specific Uses and Disclosures set forth below.
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(a) DocuSign may Use PHI for the proper management and administration of DocuSign or to carry
out the legal responsibilities of DocuSign.

{b} DocuSign may Disclose PHI for the proper management and administration of DocuSign or to
carry out the legal respansibilities of DocuSign, provided the Disclosures are Required by Law, or
DocuSign obtains reasonable assurances from the person to whom the information is Disclosed
that the information will remain confidential and will be Used or further Disclosed only as
Required by Law or for the purposes for which it was Disclosed to the person, and the person
notifies DocuSign of any instances of which it Is aware in which the confidentiality of the
information has been breached.

25 De-ldentifled Data. DocuSign may use PHI to de-identify the Information in accordance
with 45 CFR 1684.514(a)-(c} of the Privacy Rule, retaining any and alf ownership claims relating to the de-
identified data it creates from Customer's PHL.

2.6 Data Aggregation. DocuSign may provide data aggregation services refating to the
health care operations of the Customer.

3. DocuSign’s Obligations

31 Prohibited Use and Bisclosure. DocuSign will not Use or Disclose PHI other than as
permitted or required by the Agreement and this BAA, or as otherwise Required by Law.

3.2 Safeguards. DocuSign will use reasonable and appropriate safeguards, Including
encryption in transit and at rest, and comply with the requirements of the Security Rule with respect to
ePHI, to prevent the Use or Disclosure of PHI other than as provided for by the Agreement and this BAA.

33 Reporting and Notification

(a} Reporting. In the event of a Breach of Unsecured Protected Health Information or Security
Incident, DocuSign will, without unreasonable delay, report the following to Customer:

{i) Any Breach of Unsecured Protected Health Information in accordance with and to the extent
required by 45 C.F.R, § 164.410 (Notification by a business associate);

(ii} Any Security Incidents involving ePHI of which DocuSign becomes aware and in which there
Is a successful unauthorlzed access, Use, Disclosure, modification, or destruction of
information or interference of the system operations associated with Customer's DocuSign
Account in a manner that risks the confidentiality, integrity, or availability of such ePHI,
provided, however, that DocuSign wil not be obligated to report Unsuccessful Security
Incidents and/or Security Incidents caused by Customer or Customer's Authorized Users;
and

(iit} Any Use or Disclosure of Customer's PHI that is not permitted or required by the Agreement
and this BAA of which DocuSign becomes aware.

(b) Notification, Customer will be solely responsible for determining whether to notify impacted
Individuals as well as determining whether the media and/or the Secretary must be nofified, and
for providing any such notices. As information is collected or otherwise becomes available to
DocuSIgn and unless prohibited by law, DacuSign shall provide information regarding the nature
and consequences of the Breach of Unsecured Protected Health information that are reasonably
requested fo allow Customer to notify affected Individuals and/for government agencies. Due to
the encryption configuration and security controls associated with the DocuSign Services,
DocuSign may not have access to or know the nature of PHI contained within Customer's
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-

encrypted eDocuments. As such, the Parties acknowledge that it may not be possible for
DocuSign to provide Customer with all relevant infarmation concerning the PHI of Individuals
who may have been affected by a Security Incident or Breach of Unsecured Protected Health

Information.

34 Access, Amendment, and Accounting, DocuSign Services provide functionality to
assist Customer insofar as this is possible, to access, amend, or provide an accounting of disclosures of
PHI contained in DocuSign Services to respond to requests by an Individual. Should DocuSIgn recelve
any such requests directly from an Individual, DocuSign will advise such Individual to submit the
Indlvidual's request to Customer and Customer will be responsible for respanding to any such request in
accordance with 45 CFR § 164.524, 45 CFR § 164.526, and 45 CFR § 164.528 (as applicable) in a
manner consistent with the functionality of the applicable DocuSign Services and the tarms of the
Agreement. To the extent Customer, in its use of the DocuSign Services, Is not familiar with functionality
that may be used for these purposes, DocuSign will provide Customer with reasonable additional
Documentation or customer support to assist the Customer on how to take such actions in a manner
consistent with the functionaliity of DocuSign Services and In accordance with the terms of the

Agreement.

3.5 Subcontractars. DocuSign will ensure that any Subcontractors that oreate, receive,
maintain, or transmit Customer's PHI on behalf of DocuSign agree to restrictions, requirements, and
conditions that are at least as stringent or the same as those found in this BAA.

36 Audit Rights. DocuSign will make its internal practices, records, and books relating to
the Use and Disciosure of PHi avallable to the Secretary for purposes of determining compliance with the
HIPAA Rules. Nothing in this section will be deemed to waive any applicable privilege or protection with
respect to trade secrets and Confidential Information.

4. Customer’'s Responsibilities .
In addition to any other obligations set forth in this BAA and the Agreement, Customer shall:

(a) implement and maintain appropriate administrative, physical and technlcal safeguards as
required by the Security Rule:

{b} obtain any consent or authorization that may be required by HIPAA prior to furnishing PHI to
DocusSign and, without limiting Customer's obligations under 4{c) below, abide by, and notify
DocusSign of, any changes In, or revocation of, the permission by an Individual to Use or
Disclose his or her PHI, to the extent that such changes may affect DocuSign's Use or
Disclosure of PHI;

(¢) be responsible for complying with any additional requests, restrictions or limitations relating to
PHI that are agreed to by Customer with an Individuai, with which Customer is required to abide
by under 45 CFR 164.522, and/or that are set forth in any Notice of Privacy Practices prepared
by or agreed to by Customer:

{d} not request or cause DocuSign (either directly or via the DocuSign Account) to Use or Disclose
PHI in any manner that would not be permissible under HIPAA if done by a Covered Entity or
Business Associate; and

{e} provide to DocuSign only the minimum PHI necessary for the provision and use of the DocuSign
Services and shall not provide PHI to DocuSign outside of its Account (Example: Gustomer and
its Authorized Users will not place PHI in emails and messages to DocuSign's support teams
outside of its Account),
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5. Term and Termination

5.1 Term, This BAA will commence on the effective date of the Agresment and will continue
untilthe earlier of: (a) termination of this BAA by either Party for breach as set forth in Section 5.2 below;
{b) notification to DocuSign by Customer that the DocusSign Account is no longer subject to this BAA,
which, for clarification, will not terminate any then-current Order Forms; or (c) expiration or termination of

the Agreement.

52 Termination for Breach. A material breach of this BAA will be treated as a material
breach of the Agreement and, in the event of such breach {subject to the cure provision in the
Agreement), the termination provisions of the Agresment will apply.

53 Effect of Termination. DocuSign will store and delete Customer's encrypted
eDocuments that may contain Customer PHI in accordance with the terms set forth in the Agreement. If
and to the extent DocuSign maintains possession of Customer PHI following the expiration or termination
of this BAA, DocuSign will, at Customer's request return or destroy such PHI, If it is not feasible to return
or destroy PHI in DocuSign's possession, then DocuSign will continue to apply to the protections of this
BAA which shall survive termination or expiration of the Agreement and limit any further Use or Disclosure
of the PHI to those purposes that make the return or destruction of the PH| infeasible,

6. 42 CFR Part 2 Substance Use Records

If and to the extent that Customer's eDocuments contain PHI that Identifles an Individual as having an
alcohol or drug use diagnosis or as having received treatment related thereto that is protected under 42
USC §290dd-2 and 42 C.F.R. Part 2 ("Part 2"}, the following shall apply:

(a) DocuSign acknowledges and agrees that (i) f deemed a Qualified Service Organization under
Part 2, It Is fully bound by the Part 2 regulations with respect to such PH! and will Use and
Disclose such PHI enly as permitted by this BAA; and (if) should DocuSign receive any requests
for access to Customer's PHI by a third party, it will advise such third party to submit its request
to Customer and will, If necessary and as permitted by appiicable law, cooperate with Customer
to resist in any efforts made in judicial proceedings to obtain access to Customer's PHI.

(b) Customer acknowledges and agrees that it is solely responsible for (i) obtaining all hecessary
authorizations, consents, and other permissions that may be required under Part 2 in order to
maintain, transmit, or otherwise process PHI via its DocuSign Account; and (i) determining
whether any notices or disclosures with respect to its PHI are required under Part 2 and for
providing any such notices or disclosures.

7. General

7.4 Mitigation, In the event of a Breach resulting in the unauthorized Use or Disclosure of
Unsecured Protected Health Information in violation of this BAA, both Parties will, to the extent
practicable under the circumstances, make commercially reasonable efforts to mitigate the harmful effects
resulting from such breach.

7.2 No Third Party Beneficiaries, Nothing express or implied in this BAA is intended to
confer, nor will anything in this BAA confer, upon any person other than the Parties, and the respective
successors or assigns of the Parties, any rights, remedies, obligations, ar liabilities whatsoever.

7.3 Interpretation. it is the Parties’ intent that any ambiguity under this BAA be interpreted in
accordance with HIPAA, and the HIPAA Rules, as each is amended from time to time.

7.4 Entire Agreement. This BAA is the final, complete, and exclusive expression of the
agreement between the Parties regarding the subject matter hereof, and supersedes and replaces any
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prior business assoclate agreement that may have been in effect betwsen the Parties. This BAA may be
changed only by a writtan agreement signed by an authorized agent of both Parties,

The Parties’ respective authorlzed signatories hereby agres to the terms and conditions of this .
BAA effective as of the BAA Effecilve Date,
Harris County

Customer: DDGUSIQI‘!, Inc. DocuSigred by;
By: BY: “[qwm@.,_Mﬂ’ o

Beatriz Benjamin

Printed Nama: Printed Name:

Title: Title: Senior Manager, Revenue Operations
September 28, 2021

Date: Date:

APPROVED AS T0 FORM:
christian d, menefee
county attorney

By: DeOnne O.. Xin
DeAnne Lin
Assistant County Attormey
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